EMERGING RISKS IN PAYMENTS & DIGITAL FINANCE
MAPPING EMERGING RISKS TO CORE INSURANCE COVERAGES

No single policy responds to all risks. Understanding the overlap - and the gaps - is key to building a resilient risk transfer strategy.

1 TECHNOLOGY & CYBER-
ENABLED RISK

¢ Al and automation misuse

e Cyber attack and data breach
e System outage and disruption
e Third-party / cloud failure
* Vulnerability exploitation

<N\ > REGULATORY &

COMPLIANCE RISK

e AML / CTF failures
e Sanctions breaches
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e Conduct and fair treatment
e Regulatory investigations
¢ MICA and digital asset compliance

* Data privacy and cross-border
data transfer

3 FINANCIAL &
TRANSACTION RISK

* Payment errors and misdirection

&

e APP fraud and reimbursement
obligations

e Stablecoin / reserve failure
e Liquidity and settlement risk

e Counterparty default

GOVERNANCE RISK

* Board and management decisions
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¢ Governance and controls failure
¢ Employee misconduct
¢ Reputational events

e Culture and conduct risk

Risks are interconnected and often span
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Q KEY TAKEAWAY

multiple categories and insurance policies.

CRIME

Covers financial loss resulting from
dishonest or fraudulent acts.

CYBER

Responds to losses arising from malicious
or accidental technology events.

e Cyber attacks
e Data breaches

e System

¢ Ransomware
* Vulnerability exploitation

Third-party failure

D&O

Protects directors and officers
from claims alleging wrongful acts
in their management capacity.

¢ Regulatory investigations

\/@ ¢ AML / sanctions failures

outages e Governance failures

Strategic decisions

Privacy breaches . .
Disclosure issues

Regulatory fines

: Reputational harm
(where insurable) P

Conduct all ti
Cyber regulatory onduct allegations

investigations

¢ Social engineering ¢ Misleading disclosures

Employee fraud

Funds theft

Forgery / alteration
Client money theft

Funds transfer fraud * Regulatory action
Ransom payments * Negligent oversight
Data theft for fraud

Fraudulent
instructions

Responds to claims arising from
professional services, advice or
operational error and omission.

Forged
documents

Misappropriation

. - . Payment ¢ Payment errors
Social engineering diversion ¢ Professional negligence
APP fraud (where insurable) » QOperational failures

Contractual liability

API/ integration errors

Emerging risks in payments and digital finance are complex, interconnected, and rapidly evolving.
A well-structured insurance programme requires a multi-policy approach — and an understanding of where gaps may remain.
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HOW TO READ
THIS MAP

Each circle represents a core
insurance coverage.

Risks in the overlap may trigger
multiple policies.

KEY CONSIDERATIONS

Policy wordings, exclusions and sub-
limits vary significantly.

Ensuring a wording encompasses
aligned definitions across multiple
sections of cover ensures clarity in
the event of a claim.

Insurers are still evolving their
appetite for new risks (e.g. Al,
stablecoins and digital assets).

Risk transfer is only one part of
the solution - strong controls and
governance are essential.

EXAMPLES OF
EMERGING THEMES
Stablecoins and digital assets

Al and automation risk

Cross-border and
multi-jurisdictional risk

Operational resilience (dora)

App fraud and consumer protection
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