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Executive summary

“We live in an age of coopetition [a portmanteau of
cooperation and competition], with the same entities
competing in one area while cooperating in another.
This is true for UK and European banks and EMIs, which
can be both competitors and partners when capturing
the embedded finance opportunity.”

ClearBank | Celent Report, 2024

The payments industry is experiencing rapid and
widespread transformation. New technologies, business
models and players, plus changing regulations and
customer expectations, are eroding the traditional bank-
centric cash-based culture.

Thanks to technological progress and the impact of the
digital economy, complex ecosystems are now part of every
industry vertical. The payments industry is no exception.

A diverse and growing number of payment service
providers and other payment specialists are helping to
build a digitally-enabled and cashless society powered
by e-cornmerce and mobile commerce.

Embedded finance is a key part of this change. Electronic
money institutions (EMls) and authorised payment
institutions are working with other financial services
companies and non-financial companies to integrate
services with digital platforms.

Together they are redefining payment journeys and
commercial relationships.

Key challenges for EMIs
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The trends fuelling the rise of EMIs and embedded
finance will continue, and innovation will always bring
new risks. Regulations, cybersecurity and customer focus
and trust are crucial for business success.

The results of a recent survey by the Payments
Association (see table below) revealed that regulation
is the top challenge for the sector. The importance

of regulation was further recognised in the Future of
Payments Review (2023), by Joe Garner, which said:

“Firms estimate that 91% of their allocated budgets are
allocated to regulatory or mandatory change projects,
and this challenge was also evidenced in the Payments
Association research. Regardless of budget, large

firms are more often constrained by limited subject
matter experts and a finite number of change windows
when work on their payments systems can take place.
Smaller firms and fintechs are likely to find it even more
challenging.”

This eGuide describes the evolving payments ecosystem
for EMIs and the many players who support the flow

of money in the digital economy. It explains the rise of
embedded finance and how new business models like
EMIs create risks as well as opportunities. Above all, using
examples of loss events, it underlines the vital role of
insurance in providing protection and managing change.
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Source - Payments Association State of the Industry Survey — 2023


https://clear.bank/learn/report/uk-and-european-banks-and-emis-friends-or-foes
https://www.finextra.com/blogposting/25593/e-money-takes-centre-stage-8-trends-fueling-emis-growth-in-banking
https://assets.publishing.service.gov.uk/media/6557a1eb046ed400148b9b50/Future_of_Payments_Review_report.pdf
https://assets.publishing.service.gov.uk/media/6557a1eb046ed400148b9b50/Future_of_Payments_Review_report.pdf
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1. The growth of embedded finance and EMIs

As a concept, embedded finance is nothing new. For example, finance deals have long been available through
retailers, car dealerships and other organisations. However, the model has been revolutionised by digitalisation,
which can integrate services and add value in ways that were not previously possible. Digital wallets, mobile
payments, lending, investments, and insurance are examples of services that can be brought into non-financial
business structures without redirecting customers to banks and financial institutions. EMls are a fundamental
part of this new digital landscape.

The importance of safeguarding

The Clearbank | Celent Report highlights the huge and growing value of client funds
safeguarded by EMIs:

“There are just under 600 EMIs across Europe, including 250 in the UK and around 80 in
Lithuania, which has emerged as a major regulatory hub for EMIs within the EU. Celent
estimates that in 2022 those EMIs collectively held over €35 billion of client funds, a
number that doubled in the last four years. While EMIs support significantly larger
fund flows, the customer deposits need to be safeguarded as they are not covered by
any deposit protection schemes, such as the Financial Services Compensation Scheme
(FSCS) in the UK.”

Partnerships with insurers could bring significant opportunities for EMIs and help to
promote safeguarding.

On the following pages we will examine risk management and mitigation strategies.

EMIs in a changing financial landscape

New relationships bring new risks and underline the need for insurance
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2. Risks to EMIs

If one or more of the risks in the table were to materialise in an EMI, it could damage its operations, reputation and
balance sheet, and have a catastrophic impact on its ability to continue.

The risk scenarios are taken from Elmore’s fintech loss database and cover many (but not all) the operational risks
associated with an EMI. Additional risks may arise and have an adverse effect on operations, financial health, business
prospects, or the price of ordinary shares.

Risk Scenario | Potential Loss Mitigation Strategies Insurability
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v i i . .
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« Fines o X ; oo for legal costs related to regulatory
v Agents and distributors real-time risk monitoring . ; .
» Regulatory .y . } actions, while Professional
i v Dormant funds administration planning .
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opportunities P i including the breach in duty of
: and Cifas implementation
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v' Prepare for 166 audits and remediation plans ; :
; . under this section of cover.
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) v Implement robust cybersecurity measures
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v' Regularly update security protocols . .
Data breach/ « Loss of customer ; . breaches, including legal expenses,
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cyber security trust : e . customer notification, credit
v' Provide employee training on data security o .
« Damaged s monitoring, and reputational
) v' Establish incident response plans.
reputation. damage.
» Downtime v Implement robust business continuity and YES: Business interruption
- Loss of revenue disaster recovery plans insurance can provide coverage
» Reputational v" Diversify technology infrastructure for financial losses resulting from
System failure damage v' Establish redundancy measures operational disruptions, also
« Customer v' Conduct regular testing and drills technology PIl can provide liability
dissatisfaction v" Thorough testing, code reviews, and adherence protection from technology failure
« Loss of licence. to best practices. in the provision of services.
’ lglsrseg& ;:nnadnsaal v’ Strong internal controls YES: Crime insurance can provide
from firm or v Conduct thorough due diligence on clients coverage for losses resulting from
Fraud and from customer v' Monitor transactions for suspicious activities employee dishonesty, theft of
financial crime funds bein v' Provide anti-fraud training for employees electronc funds, theft of funds
safe uardegd or v Implement fraud detection systems. being safeguarded, and theft of
g v' Review code for vulnerability exploits. funds by computer crime.
held in custodly.
- Fines
« Regulatory v' Diversifying suppliers YES: Cyber insurance can cover
Supply chain penalties v' Building strong relationships with suppliers dependent business interruption
failure - Legal expenses v Contingency plans resulting from a failure of key
« Loss of business v" Harness technology technology.
opportunities.
v . : o : '
gAgaenn(iztmg strict principles for business to VES: Typically, Pl covers an EMI's
* Fines v Enhanced due diligence at agent onboarding =gl oblvlg'atlons. arsing s
» Regulatory . o . : the provision of its services. As
) v Risk profiling/scoring of agent at onboarding L . -
Programme penalties . . : . the firm is ultimately responsible
v' Certify suitable agent insurance is in place \ L
manager/agent | - Legal expenses o ; : D for 'sponsoring' its programme
) . v' Principal agent risk register, mitigations, P
failure . Loss of business insurance in place managers, agents and distributors,
opportunities v Monitor agent activities consistent with principal any el brought against e
« Loss of licence. ermissions firm as a result of its failure may be
P . o covered by PIl insurance.
v Robust compliance monitoring programme.
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3. Examples of loss events

The financial consequences of a loss event can be catastrophic for an EMI's balance sheet, which is why insurance is a
vital part of a successful risk management strategy. A comprehensive insurance risk transfer programme will provide
additional resilience and ensure that an EMI can respond quickly to an incident.

Significant financial losses have resulted from the risk scenarios described in EImore’'s fintech loss database. The
following case studies are recorded in the database and are anonymised here to conceal the identities of the firms. They
demonstrate how insurance can be employed as a risk transfer mechanism.

Case Study 1, 2021 Neobank technology failure: expected loss GBP50m+

Case Study 2, 2018 Bank technology failure: expected loss GBP330m+

Case Study 3, 2019 Foreign exchange specialist cyberattack: expected loss GBP20m+

Case Study 4, 2020 Embedded finance provider cyberattack: expected loss GBP5mM+

Case Study 5, 2022 Global payments and shopping provider mis-selling: expected loss GBP10mM+

Case Study 6, 2020 Embedded finance firm mis-selling: expected loss AUDI5SmM+

Case Study 7,2020 EMI| agent fraud: expected loss USD5m

Case Study 8, 2022 EM| agent fraud: expected loss EUR5mM

Case Study 9, 2023 Criminals exploit neobank system flaw: expected loss USD20m

Case Study 10, 2023 Investor claim against app founder: expected loss USD175m

viv v VvV VvV, Vv v v v vV

Case Study 11, 2023 EMI past business review: expected loss GB250k+
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CASE STUDY 1 | 2021

Neobank technology failure: expected
loss GBP50m+

A British neobank that provides a mobile-only banking
service experienced a major technology failure in 2018
that caused its mobile app to go down for several
hours. The outage resulted in customer frustration and
damaged the bank’s reputation.

Insurance and mitigation

A system failure will typically trigger a firm'’s disaster
recovery plan, which will ensure that the impacted
system is restored as soon as possible and downtime is
minimised.

Costs include identifying and managing the incident,
establishing an alternative workaround redundancy
solution, and post-incident analysis to understand

the cause of the event and ways to prevent it from
happening again.

Betterment is a point of contention for insurers. Cyber
insurers can offer betterment for new systems, to
ensure the same issues don't reoccur, but typically
such cover needs to be specifically requested. Coverage
can also be provided for crisis commmunication to
manage the customer concerns following an incident.

A<

CASE STUDY 2 | 2018

Bank technology failure: expected
loss GBP330m+

A UK bank experienced a major technology
failure as a result of poor testing protocols that
caused its online and mobile banking services to
go down for several days on launch. The outage
affected millions of customers and resulted in
significant financial losses for the bank.

Insurance and mitigation

Prevention is as important as how a firm
responds to a system failure; for example, by
keeping software up-to-date and ensuring
strong security through passwords and multi-
factor authentication. This includes monitoring
third-party technology suppliers to ensure
reliability and security.

Cyber insurance and technology professional
liability insurance can respond to a system
failure. Cyber insurance can cover dependent
system failure business interruption, which
means the failure of a service provider can

be covered. Parametric insurance is also a
consideration. This allows a firm to quantify
the exact amounts due should a cloud service
provider fail to provide its services following a
cyber incident.



https://www.insuranceopedia.com/definition/254/betterment
https://www.mapfre.com/en/insights/insurance/parametric-insurance/
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CASE STUDY 3 | 2019 CASE STUDY 5 | 2022

Foreign exchange specialist Global payments and shopping
cyberattack: expected loss GBP20m+ provider mis-selling: expected loss

A foreign exchange company experienced a significant GBP1OmM+
cyberattack in December 2019 when its systems were
compromised by REvil ransomware. The attack resulted
in a significant ransom demand and the temporary
shutdown of the company’s systems, impacting
customer service.

A group of UK consumers filed a class-action
lawsuit against an EMI firm that offers buy now,
pay later (BNPL) services. The consumers alleged
that the firm had mis-sold them BNPL products,
resulting in an unexpected debt.

Insurance and mitigation

Insurance and mitigation

Creating a strong security culture can not only help
prevent a successful cyberattack but also minimise the
consequences if one occurs. Given that employee error
causes over half of all cyberattacks, it is no surprise that
firms spend a great deal of time training employees

to identify phishing attacks, moving them from the
weakest link to the front line of defence.

Immmediate action is recommended when a
firm faces a mis-selling claim from customers
or regulators. Prompt action should be taken to
acknowledge the claim and the concerns raised,
and then ensure appropriate follow-up. When
investigating the point of failure, if any, a firm

should maintain regular and clear dialogue with
Intrusion detection systems and log monitoring can the affected parties.

act as an early warning system, and a robust and tested
incident response plan can ensure quick remediation
after an incident. Cyber insurance can be the primary
cover to respond to a cyberattack. This will include the
costs to investigate and manage the event, employ
extortion negotiators, and pay the ransom if necessary.

Professional Indemnity insurers will typically
offer the defence costs for defending a claim for
breach of duty of care in the provision of services,
which could include not treating customers
fairly. Insurers can also offer mitigation costs

to potentially address the costs of settling a

compensation claim before an incident develops
CASE STUDY 4 | 2020 into a full claim.

Embedded finance provider cyberattack:
expected loss GBP5m+

A British embedded finance provider offering point-
of-sale financing services experienced a data breach
in 2020 that exposed the personal data of millions of
customers. The breach led to regulatory scrutiny and a
loss of trust from customers.

Insurance and mitigation

The regulatory obligations of firms dealing with
consumer data continue to drive boardroom agendas.
Understanding what data is subject to regulations, and
how data is catergorised according to risk profiles, can
help a firm provide a faster, more proactive and targeted
response following a cyber incident.

Cyber insurers will cover the costs for IT forensic firms to
identify which data is compromised and understand the
legal obligations and cost for the different stakeholders,
and understand the notification costs including (if
necessary) setting up the call centres to handle any
customer fallout. Insurance will also cover any legal
claims for data breach against the firm. Collective/class
action claims continue to grow as litigation funding
increases and a more litigious society develops.



https://www.nomios.co.uk/resources/what-is-revil-ransomware/
https://www.phishing.org/what-is-phishing
https://elmorebrokers.com/will-hacking-lead-to-an-australian-style-legal-system-in-the-uk/

CASE STUDY 6 | 2020

Embedded finance firm mis-selling:
expected loss AUDI5SmM+

A group of Australian consumers filed a class-action
lawsuit against an embedded finance firm that offers
BNPL services. The consumers alleged that it had mis-
sold them BNPL products, resulting in an unexpected
debt.

Insurance and mitigation

Product suitability tests and clear and transparent risk
disclosure can mitigate the risk of mis-selling claims
against a firm offering financial services. Call centre
staff training will ensure products are clearly explained
in plain English and that the required coverage is
correctly stated. The impact can also be mitigated by
establishing regulatory compliance and monitoring
sale procedures to identify any potential mis-selling
issues.

After professional indemnity-related mis-selling
claims, insurers will typically examine what activities
and processes were declared when a firm applied for
insurance, and determine when a firm first started
buying professional indemnity insurance compared
with the date when the activities were first offered to
the customer.

In some cases, insurers will exclude claims occurring
before the insurance was first purchased, which can
lead to wide coverage gaps for firms with a developing
insurance programme.

The consumers
alleged that
the firm had

mis-sold them

BNPL products,

resulting in an

unexpected debt.
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CASE STUDY 7 | 2020

EMI agent fraud: expected loss
USD5m

This involved third-party fraud by an ex-director
of the electronic money distributor EMI agent.
The ex-director allegedly carried out payment
services in a country outside the principal’s
licence/permitted territories. The ex-director
then absconded with funds totalling USD5m.

Insurance and mitigation

The agent business model exposes principals
to significant risks. The following controls
combined with suitable levels of insurance can
manage and transfer some risk:

- Mandating strict principles and guidelines for
agent business

- Enhanced due diligence for agent
onboarding

- Risk profiling/scoring when onboarding
agents

- Certify that suitable agent insurance is in
place

- Monitor agent activities to ensure consistency
with principals’ permissions

- Ensure a robust compliance monitoring
programme

-  Reward good agents and exclude bad ones.

Professional indemnity insurance can cover
principals’ obligations if an agent acting under
their permissions fails and the agent’s customers
bring claims against the agent directly. Agent
failure can either occur from insolvency, which
means claims brought against the agent can
also be brought against the firm, or if the agent
ceases to operate due to a regulatory restriction,
in which case principals will be required to
defend any claims brought against them.



https://www.dowjones.com/professional/risk/glossary/due-diligence/enhanced-due-diligence/
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CASE STUDY 8 | 2022
EMI agent fraud: expected loss EUR5mM

A principal of an EMI terminated the contract of its

EMI agent because of AML concerns (all funds in the
accounts of the EMI agent and its end users were
frozen). Most of the end user accounts showed zero
balances because funds had been moved from end-user
accounts to an omnibus account of the agent.

Insurance and mitigation

It is essential to respond rapidly if end-user funds

are compromised and/or agent fraud is suspected.
Investigations should begin as soon as possible, ideally
discreetly so that the fraudster is not alerted. Contacting
law enforcement and regulators is also required, and
end-user accounts should be frozen to prevent further
fraud.

Once an event has materialised and the facts are
determined, a legal claim should be brought against the
agent for the damages it caused. Finally, to prevent such
incidents happening again, it is crucial to review the
oversight and control of the agents.

A principal should mandate an agent’s purchase of
professional indemnity insurance, along with cyber and
crime insurance, so that if a claim is brought against

the agent, there is some protection for the principal.

As for the principal’'s own insurance, the professional
indemnity insurance will likely cover the defence costs
and damages arising from an agent failure if it is directly
connected with the provision of services through the
principal’s regulatory licence.

CASE STUDY 9 | 2023

Criminals exploit neobank system
flaw: expected loss USD20m

Organised criminal gangs exploited discrepancies
in US and European payment systems to steal
more than USD23 million in funds.

Insurance and mitigation

When a system flaw is discovered, the first

step is to analyse payment logs and identify all
suspicious activity. The flaw should be patched
as soon as possible, and key stakeholders such
as regulators, law enforcement, customers and
suppliers should be notified. If any areas are
identified for remediation, it is best coordinated
with regulators to ensure a proactive response.

It is usually the crime or theft insurance policy
that is triggered if the loss sits within the firm
itself, as crime/theft policies consider the direct
financial loss of the firm to be the trigger for
insurance. If the customer funds are stolen and
the funds are in the customer’s domain, but the
firm's software was at fault for allowing the fraud
to occur, then it is likely that the customers will
bring a legal claim against the firm. It is likely

a professional indemnity claim would arise for
failing to protect customer funds or failing in the
professional duty of care.

Insurers will likely pay the defence costs to
defend such a claim, or if there is a direct
financial loss, they will reimburse the loss itself,
including any investigation costs, to identify
the modus operandi and the funds that were
affected.
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CASE STUDY 10 | 2023 CASE STUDY 11 | 2023
Investor claim against app founder: EMI past business review:
expected loss USD175m expected loss GB250k+

A start-up student money app was purchased by a A UK EMIwith 10+ agents Was instructed by
global bank for USD175m. The bank brought a legal regulators to not take receipt of ;ny nevvv funds
claim against the founders, citing misrepresentation or on—boargl any new agents until a ‘Sk|lled.

and fraud. It was alleged that the bank was told that Person’ review was undertaken of past business
the business had access to valuable data on 4.25 transactions. The firm must meet the cost of this
million students who used its service when in reality action, and given the restriction imposed on the

the number was less than 300,000. The bank filed a business, some agents may leave the business.
legal action against the directors. Insurance and mitigation
Insurance and mitigation The incident is ongoing; however, the initial

regulatory action was nine months earlier, and a
number of areas were identified as insufficient
in the EMI's processes. The EMI did not notify its
insurers at the time of the initial engagement
with regulators which means there are possible
late notification consequences in the policy
terms. Under the policy, cover for regulatory
investigation costs may absorb some of the
costs associated with the event, and should any
stakeholder claims result from the investigation,
they may be coverd by the policy.

Fortunately, a D&O insurance policy provided
management liability cover for the directors and
founders. The insurance protects directors for legal
costs in claims defending defined wrongful acts until
final judication, even if fraud is claimed.

A D&O insurance policy has certain requirements
before the policy indemnifies directors, one being
that the company first indemnifies the directors/
officers if the company is able to do so. When this
is not possible, then the policy may be activated

directly, and defence costs can be sought.
Coverage for regulatory defence costs may

be triggered from this event; however, the
policy deductible would apply first. To avoid
late notification issues arising with insurers, we
recommend always disclosing any important
operational risks events such as demands by
regulators to review past business transactions
when the regulator initially threatens or
proposes it as an action.

The bank brought
a legal claim
against the
founders, citing
misrepresentation

and fraud.
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NOTE ON THE ELMORE FINTECH LOSS DATABASE:

The dynamic environment in which EMIs operate means that risks change from day to day. EImore
monitors and documents the flow of fintech loss events and incidents impacting the fintech
industry, and collects this data to support its fintech clients. Not all loss scenarios in the database can
be shared in this report but are available on request.

When EMIs consider their risks, they should map the expected scenarios to their potential impact
and then align the results to insurance policy coverage. This helps to reveal the extent of risk retained
on the balance sheet or transferred to insurers’ balance sheets. For information on risk mapping, see
the next section.




4. Insurance as a defence
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EMIs can adopt a comprehensive approach to risk identification and management by combining risk management with
insurance to strengthen and protect a business model. By partnering with an insurance broker who specialises in EMI
insurance, EMls can build strong defences in the following areas:

- Risk mapping and insurance

Risk mapping reveals key risks for internal and external
business activities in embedded finance models and
highlights potential loss scenarios so that average and
maximum probable losses can be calculated. Mapping
key risks to available insurance identifies areas of insurable
and uninsurable loss, and is aligned closely with the
company's risk register. It ensures a clearer view of the
risks facing an embedded finance business — to better
judge whether to accept or transfer those risks.

« Insurance due diligence

This is the assessment and evaluation of existing
insurance to determine its quality and suitability. It
requires a comprehensive review of an embedded finance
organisation’s insurance coverage, policies, claims history,
and risk management practices. This will identify potential
risks, liabilities, and coverage gaps. A review will typically
consider:

- Business activities in light of the coverage purchased
- All relevant policy terms and conditions

- Adequacy of the sum insured, deductibles and
premiums

- Gaps or overlaps in coverage between policies
- Contractual obligations against coverage purchased

- A detailed report with key recommmendations and a
risk rating at the end of the review

« EMI insurance policy

EMIs can now benefit from comprehensive tailor-made
insurance policies which cover crime, cyber, professional
liability, and directors and officers’ insurance — all within
one convenient insurance contract.

In managing insurance for fintechs, embedded finance
firms and EMIs, a specialist insurance broker with
experience in managing EMI insurance programmes can
create tailored solutions with specific cover for the EMI
business model. Ensuring that an EMI's business model
and risk profile are accurately disclosed to insurers allows
for the most accurate pricing of risk from insurers and the
provision of the most relevant coverage.

As part of a commercial relationship, insurers can provide
pre- and post-incident risk management premium
credits. This enables EMIs to jointly invest in minimising
risk, while addressing some of the key types of loss event
that insurers see from their portfolio.

- Safeguarding insurance

This product is frequently sought by EMIs as it provides
a viable alternative to the segregation approach.
Nevertheless, any insurance aimed at protecting

funds must have adequate flexibility to accommodate
potential fluctuations in the value of safeguarded funds.
Consequently, this approach may not be suitable for
EMIs experiencing significant fluctuations in the value of
customer funds under their management.

Insurers currently have limited appetite for safeguarding
products for low-volume EMIs, but solutions are typically
available for the largest EMIs if they can demonstrate a
strong risk and compliance framework for safeguarding.
Larger EMIs have explored captives as a solution for long-
term safeguarding insurance.

- Captive solutions

A firmm may prefer to manage risk through captive
insurance for the following reasons:

- It may be more cost efficient than transferring the risk
to the commercial insurance market if total premium
expenditure is over USDIm per annum.

- Long term, it may provide greater certainty of
insurance spend by insulating the company against
the market cycle of insurance premiums, smoothing
the peaks and troughs.

- The traditional insurance market may not provide any
available solutions due to lack of cover for a difficult-
to-insure risk, restricted capacity for coverage, limits,
or policy terms.

- Asa licensed insurer, a captive can directly access
the reinsurance market, with all the benefits that
go with it.


https://www.captive.com/captives-101/what-is-captive-insurance
https://www.captive.com/captives-101/what-is-captive-insurance
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+ Insurance for programme managers and agents . Partnerships
Failure of agent/programme manager processes or There are many ways EMIs can work with the insurance
controls could cause significant damage to an an industry. For example:

embedded principal/finance firm. Insufficient insurance of
the principal or agent/programme manager could lead to
substantial financial and reputational loss for the principal.
Few insurers cover principal/agent risks; therefore, a
dedicated programme to address these risks can provide
balance sheet protection for the principal.

Embedded finance for insurers — insurers are
particularly well placed to harness embedded finance
solutions. Because they are regulated financial
services firms, insurers have a natural affinity with
embedded finance and may be interested in
providing a wider range of financial services to add
Other services to support the management of agent/ value for their customers and create a stronger brand.

programme manager (PM) risk: - Agent and programmme manager insurance —

- Undertake a PM/agent risk-mapping exercise insurance can be arranged on a preferential basis for
a portfolio of agents and programme managers, to
create a consistent insurable risk and give a principal
firm peace of mind that its balance sheet is suitably
protected from operational risk events at the agent
and programme manager level.

- Create a risk score for all PMs/agents

- A PM/agent Insurance Partnership Agreement
between the principal and the insurer - mutual
referral fee

- Parametric insurance - cloud downtime - Embedded insurance —insurance can be an
innovative way for an embedded finance firm to

offer additional embedded services to its customers.
By embedding insurance into financial products,
coverage can be white-labelled and offered to the end
customer, promoting greater take-up and customer
loyalty.

Cloud downtime insurance covers embedded finance
businesses for financial losses caused by an outage from
their cloud-based service providers. This type of insurance
can be helpful for firms that rely on cloud-based services
for critical business functions, as it can mitigate the
financial impact of an outage.

- Insurance for artificial intelligence models * EMIM&A insurance

M&A activity generates significant risks so it's important to

Al models are a growing part of everyday business, which ? - S
develop solutions to protect firms that are transitioning.

means risks are evolving in parallel. Al insurance is a

performance guarantee to cover Al models and pays out An M&A due diligence review can increase the likelihood
an agreed amount if a model fails to operate in line with of a successful M&A investment. It will ensure adequate
agreed SLA provisions with an embedded finance client. and appropriate protection against liabilities that might
arise after completion. If the past, present and future
+ Global insurance programmes insurance protection for an M&A deal is not adequate
An insurance broker can help whether an EMI needs to or appropriate, the investment will be exposed to
review the availability of local insurance policies or requires unnecessary risks.
a compliant multi-location insurance programme with an Warranty and indemnity insurance will provide
allocation of tax and premium breakdown. protection against liabilities arising from a breach of
For example, EImore has an international network of the representations and warranties in a Sales Purchase
brokers and insurers so that multinational businesses can Agreement (SPA).

benefit from placement outside the UK and EU. Brokers
who coordinate local and global insurance can ensure
consistency in policy terms and conditions, including
alignment limits, policy and structures, and policy
language.

Please contact Elmore for more details on any of these services.


https://www.wsj.com/articles/is-your-ai-model-going-off-the-rails-there-may-be-an-insurance-policy-for-that-adf012d7
https://reciprocity.com/blog/5-common-risks-involved-in-mergers-and-acquisitions/
https://elmorebrokers.com/ma-insurance-due-diligence-review/
https://elmorebrokers.com/contact/
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5. Innovation with the right protection

Digitalisation, backed by efficient regulation and
compliance, is the backbone of every successful EMI.
Consumer protection is vital, not least because of
Consumer Duty, and firms are under growing pressure
to remain compliant and manage risks, particularly if
concerns have been raised by regulators.

Open banking and now open finance present
opportunities to streamline financial transactions,

but innovation must be balanced with protection.
EMIs and other embedded finance firms must ensure
they have suitable risk management and insurance
strategies. As the market for embedded finance
expands, Elmore’s goal is to support innovative
businesses and manage existing and emerging risks.

The loss events mentioned in this eGuide underline
that all EMIs, no matter how established or successful,
are vulnerable to the same threats facing every
business today. In response, EImore has developed

a partnership model where EMIs and insurers can
collaborate for mutual benefit.

Remember that risk is not always a bad thing.
Innovation and successful entrepreneurship depend
on taking calculated risks to allow a business to grow,
especially with new models like EMIs. Smart firms
match their approach to the nature of the threats they
face, which means finding the right risk framework
and level of protection.

By working with a specialist EMI insurance broker,
firms can harness data from a wide range of
relevant insurable events and assess the overall risk
environment and better understand vulnerabilities.
As a result, EMIs will have an informed view of how to
protect and strengthen their businesses.

‘Elmore has developed a
partnership model where
EMIs can collaborate for
mutual benefit.’

Contact Elmore today to find out how we can
help your business.



https://elmorebrokers.com
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Regulations and payment definitions
PSD2 and PSD3

Recent legislation reflects the needs of a rapidly changing
industry as payments move online and new players emerge.
In particular, the second Payments Services Directive

(PSD2) is boosting security and encouraging innovation
through open banking, and now we are preparing for further
refinements with the introduction of PSD3, due by 2026.

Under PSD2, payment service providers and payment
processors are subject to regulatory requirements and must
be authorised by the relevant supervisory body in the country
where they operate. They must demonstrate appropriate

risk management systems and comply with anti-money
laundering (AML) and counter-terrorist financing (CTF)
regulations.

PSD2 uses two broad categories for payment service
providers:

- Payment initiation service providers (PISPs)
- Account information service providers (AISPs)

A third category is reserved for institutions that are permitted
to issue electronic money under the terms of a separate
directive known as the Electronic Money Directive 2 (EMD?2).
These three categories embrace four main types of financial
institution that are subject to PSD2:

- Authorised payment institution (API) and small payment
institution (SPI)

- Electronic money institution (EMI) and small electronic
money institution (SMEI)

- Agents acting on behalf of an API or EMI
- Distributors acting on behalf of an EMI
Open banking

PSD2 requires banks to allow third-party providers (TPPs) to
access consumers’ account information with their explicit
consent. This has opened the way for account initiation
service providers (AISPs) and payment intiatiation service
providers (PISPs) to create a wide range of new payment and
banking services.

Open finance

Open finance is an evolution of open banking. It
encompasses more financial products and services, allowing
authorised third-party service providers to access a broader
range of customer data, such as pensions, insurance, and
mortgage details.
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Protect your future today.

Contact ElImore to find out how
we can help your business.

CONTACT US

Offices: London, Lisbon, Zug

Telephone: +44 (0)207 118 1839

Website: elmorebrokers.com

Email: elmorefintechteam@elmorebrokers.com
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the ASF - 622575730. EImore, Lda is a Subsidiary of ElImore. Elmore LDA UK Branch is a branch of EImore
LDA and is registered in the UK (establishment number BR023597). EImore LDA UK Branch is an Appointed
Representative (FRN 944343) of EImore.
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