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2023: MEETING THE CHALLENGE

As we near the end of the first quarter, what can we expect from the remainder of 2023? What
does the marketplace look like for insurance buyers at banks and in financial professions? One
thing is certain: conditions are challenging for financial lines insurers who support these sectors:

Cyberattacks are increasing: Geopolitical events such as the ongoing war in Ukraine create
uncertainty and are enabling cybercriminals
D&O losses: The 2023 banking crisis and the expected D&O losses to insurers with Silicon

Valley Bank, Signature and Credit Swiss may mean USD500m+ of insurance losses
Inflationary pressure: Like all businesses, insurers are suffering the impact of increased

costs, and rate rises are required
Climate change: tangible lines of insurance, which make up the majority of insurer
premiums, are being severely impacted, denting overall profitability.

However, the countercyclical nature of the insurance industry is being felt now more than ever,
with insurance rates in many of the intangible insurance lines dropping in 2023 against a
backdrop of interest rates rising globally.

New capital, new capacity

There is optimism as new capital investment and the potential for new insurance lines to
address emerging risks such as Al and quantum computing comes to market. Digitalisation
continues to bring opportunities for insurers to better analyse and understand portfolio risk.
Several years of increasing insurance rates has led to an influx of new capital in financial lines
insurance as institutional investors seek better returns; however, given the impact of climate
change and rising rates, tangible insurance lines such as property are loss-making for insurers.

Regulator expectations

The above trends are likely to continue in 2023. Banks and financial professions will need to
navigate a complex regulatory environment. The risks to business models and the management
behind the decisions driving those models will face increased scrutiny leading to potential claims
on professional indemnity insurance and directors’ insurance.



2023: Meeting the challenge

Rising claims costs

Claims costs have been rising in recent years due to factors such as inflation, increased
litigation and higher settlement amounts. In 2023, insurers are likely to face further pressure on
claims costs, which may impact pricing and profitability.

Increased monitoring for cyber insurance

Regulators and shareholders underline the importance of cyber insurance, not least because
cyber threats will continue to grow as the interoperability of software, networks and digital
systems increases. Insurers must proactively and continuously monitor firms’ network
parameters to ensure weaknesses are quickly spotted and addressed.

Adding value through customer protection insurance

The financial lines insurance market is highly competitive, and insurers are looking for ways to
differentiate themselves from their competitors. We expect to see continued innovation in
products and services in 2023, including new coverage options and value-added services such
as Personal Cyber Insurance Protection for Retail customers.




DIRECTORS, OFFICERS
AND INSURANCE

In recent years, the Directors and Officers (D&O) insurance market has faced several
challenges, including increased claims activity, higher settlement values, and heightened
regulatory scrutiny. These challenges have led to rising premiums and tighter underwriting
standards.

D&O insurers are paying close attention to emerging risks such as cyber threats, climate
change, and social inflation.

Covid-19 impacted the D&O insurance market, with insurers closely scrutinising the risk of
claims arising from the pandemic's economic fallout. Thankfully such claims have not
materialised and D&O insurers are eager to replace the premium, which they are offering as
discounts on their existing books.

Limits being replenished

Firms should carefully consider the coverage limits they require for their D&O insurance policy.
In some cases these were reduced during the hard market and are not yet corrected. It is
important to undertake a peer review, risk and claim analysis. The limits of coverage should also
be reviewed regularly to ensure it remains adequate as firms grows and their situation evolves.

Coverage scope

Firms should ensure that the D&O insurance policy covers all potential risks and exposures
faced by their directors and officers. The policy should provide coverage for claims arising from
allegations of breaches of fiduciary duty, errors and omissions, mismanagement, fraud, and
other wrongful acts.

Firms should carefully review the exclusions and limitations of the D&O insurance policy. These
may include exclusions for certain types of claims, such as claims arising from criminal acts or
intentional wrongdoing, or limitations on coverage for certain types of damages. Firms should
carefully review the terms and conditions of the D&O insurance policy, including any
requirements for reporting claims, policy renewals, and premium payments. Firms should
ensure that they understand the policy terms and conditions and comply with all requirements to
avoid potential gaps in coverage.



Directors, Officers and Insurance

Influx of new capacity

With new Lloyd’s of London syndicates, insurers and MGAs joining the insurance market in
2023, there is no better time to seek D&O insurance. However, the financial strength and
stability of the D&O carrier is a key consideration. It is essential to choose a reputable and
financially stable insurer with a proven track record of paying claims. If an MGA is chosen, it is
important to understand the MGA’s claims-paying authority and the escalation.

Premium rates are softening!

The D&O insurance market for financial professions remains highly competitive, with insurers
offering a range of products and services to meet the unique needs of banks and financial
institutions. Pricing and coverage terms can vary widely depending on factors such as the size
and complexity of the firm, the level of risk firms, and the extent of coverage required.

While cost is an important consideration, banks firms not sacrifice coverage or quality for a
lower price. It is essential to balance the cost of the policy with the level of coverage and
protection it provides.

ESG
With today’s socially conscious buyers and insurers who increasingly cater to ESG compliant
companies, we are seeing offers for reduced premiums and improved coverage options.

ESG is of growing importance for D&O in 2023, and must be carefully managed to ensure a
company is in step with the times and presents the right image.

Venture capital and private equity portfolio cover

Insurers are now offering specific cover for the whole life cycle of an investment portfolio, from
purchase to exit and everything in between. Transparent pricing, automatic, faster renewals,
and reduced admin and long-term certainty, enable VC and PE firms’ directors to focus on their
growth ambitions. A number of benefits have been seen in this space including limits provided
for any one single event (except in the event of bankruptcy); if the worst happens and multiple
events occur, insurers agree to waive the aggregate limit of indemnity which means, in theory,
an unlimited number of claims could be covered by the policy during the policy period!
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INTERNAL CRIME, EXTERNAL CRIME
& COMPUTER CRIME

With the first publicly disclosed deep fake bank fraud costing one bank USD35m, it is more
important than ever to use the most up-to-date risk management tools and processes. Fraud is
a key risk for banks and financial professions and requires close attention when seeking
suitable insurance. Below are some recent trends and issues for firms to consider in 2023.

Mind the gap

The nuances of internal, external and computer crime insurance require an experienced
insurance advisor to guide policy buyers. The recent USD14m ATM jackpotting loss in India
shows the extent and scale of loss events from minor business lines. Also, theft of funds
through social engineering, such as the deep fake example, is not covered by cyber insurance
and requires manuscript- affirmative cover under the computer crime section.

Social engineering

Disputes have arisen around social engineering fraud and whether it involves a fraudulent entry
or an erroneous act due to the employee voluntarily executing fraudulent transactions (at the
direction of a fraudulent actor). Some courts have held that an entry was indeed fraudulent
because the fraudster used a computer code to alter a series of email messages to make them
appear as if they originated from the company’s director.

The scope of insurance coverage under most policies will likely be determined by whether the
loss is as a result of “fraudulent entry” or “changing of data” in a firm’s computer system. To
avoid a dispute in the event of a claim, affirmative coverage should be added to the policy to
ensure fraudulent entry will include social engineering loss events.

Strengthen whistle-blower policy

This is an invaluable part of a firm’'s operational governance and ability to uncover and expose
internal fraud. The recent USD5.4m supplier invoice inflation fraud at National Australia Bank
exposed a major weakness in the bank’s processes and led to stronger organisational controls,
including changing delegations and introducing additional checks on expenses.

Plastic card losses

With the significant rise in cashless payments and the growth of card transactions, banks may
experience spikes in customer losses from fraud. Typically, these attritional volume losses will
be within the deductible of a bank’s insurance policies and therefore not covered; however,
these losses can be insured by purchasing a specialist plastic card insurance policy.


https://www.forbes.com/sites/thomasbrewster/2021/10/14/huge-bank-fraud-uses-deep-fake-voice-tech-to-steal-millions/
https://krebsonsecurity.com/2018/08/indian-bank-hit-in-13-5m-cyberheist-after-fbi-atm-cashout-warning/
https://7news.com.au/news/crime/ex-nab-executive-jailed-for-fraud-c-2038455

PROFESSIONAL INDEMNITY
INSURANCE

In recent years, financial services and technology firms have faced increased scrutiny and
stricter regulation, leading to an ever higher demand for professional indemnity insurance (Pll).
Many firms are required to hold PIl as a condition of their regulatory authorisation, or as a
contractual requirement while providing a high-risk service. Failure to obtain adequate coverage
can result in significant financial penalties and reputational damage to a firm along with
restrictions on trading.

Despite the increased demand for PIl coverage, the market remains very limited in areas such
as those where services pose higher risks for Pl insures. Pricing and coverage terms can vary
widely depending on factors such as the size and complexity of the financial product, the level of
risk exposure, and the extent of coverage required.

Improper due diligence

Improper due diligence could result in claims from investors against investment management
and venture capital firms. As such, the industry is in the spotlight for due diligence failures. For
example, HSBC's acquisition of SVB bank in 5 hours raised questions about the extent of due
diligence. The technology sector crash has left many firms without funding and exposed poor
decision making for what looked to be high growth business models but turned out to be fraud.
Such was the case with JP Morgan's USD175m buyout of a fintech called Frank, which
collapsed right after the transaction completed.

Pr ing fraudulent pay

We are seeing growing litigation from customers against banks that have negligently processed
fraudulent payments. Citigroup won an appeal over USD500m it sent by mistake when it made
a USD900m transfer. However, following this ruling, regulators were quick to spotlight the
bank’s failed technology infrastructure and deficiencies in risk and controls systems.

In another case, JP Morgan is facing a lawsuit concerning a USD272m transfer from the owner
of Ray-Ban, which claimed the bank violated a New York law governing commercial contracts
that requires refunds of unauthorised payment orders.

A similar transfer has resulted in PNC Bank being sued for USD1.6m after fraudsters managed
to empty the corporate bank account of Joyce’s Jewellery because the bank failed to stop
transactions despite the presence of unusual activity.


https://news.sky.com/story/hsbcs-takeover-of-silicon-valley-bank-uk-came-after-just-five-hours-of-due-diligence-work-12835173
https://www.forbes.com/sites/iainmartin/2023/01/13/jamie-dimon-says-frank-acquisition-was-a-huge-mistake-after-jp-morgan-alleges-millions-of-fake-
https://www.ft.com/content/94479e58-8fce-4c38-bba6-2cba60a2f793
https://www.reuters.com/legal/jpmorgan-must-face-lawsuit-by-ray-ban-maker-over-272-mln-cybertheft-2023-01-05/
https://www.americanbanker.com/news/lawsuits-against-jpmorgan-pnc-test-banks-liability-in-wire-fraud-cases

Professional Indemnity Insurance

Fintech customer service

Established firms and start-ups are both innovating in the financial space, and they must ensure
that innovation is matched by the right level of customer service. Customer complaints have
been growing about fintechs offering digital payment services without the right infrastructure and
experience. Regulators are more focused than ever on consumer protection, and awards in
small claims courts and by the Financial Ombudsman are increasing. As a result, firms must
develop new risk management capabilities. They will need to adjust and limit their appetite for
risk taking, detect potential new risks and identify control weaknesses, and decide on the best

strategy for risk management.



https://www.ft.com/content/da82bae4-5846-499d-9a9e-f6a429fa9528

CYBER

Cyber insurance poses a moral dilemma: does coverage incentivise ransom demands because
a payout is more likely if a company is backed by insurance? The Royal United Services
Institute (RUSI), the world’s oldest and the UK’s leading defence and security think tank,
recently released a report called Insurance as Crime Governance: Comparing Kidnap for
Ransom and Ransomware. The report included the following comment: “Ransomware has
become a major risk to global business and undermines national economic and societal
resilience. Some consider that generous insurance-funded ransom payments are a major
contributor to the problem, but many think insurance should be part of the solution.” As a result
of the ransomware pandemic insurers have increased their due diligence, required stronger
controls and now undertake continuous monitoring of their portfolios.

Continuous monitoring

Faced with substantial ransomware losses before and during Covid-19, insurers restricted
coverage and increased premiums in an attempt to return their portfolios to profitability. A
different approach was required in 2022, and insurers adopted security vulnerability scanning
and real-time monitoring of external-facing ports. This trend pushes cyber insurers one step
closer to a telematics model of cyber insurance where risk profiles will be calculated according
to the overall internal and external activity of a business.

Quadruple extortion attacks

There is little room for negotiation or delay in our highly interconnected and digitally seamless
world, and there is a high risk of extortion causing significant business interruption for financial
services firms. In 2022 Munich Re, one of the world’s largest insurers, released a report on the
emerging risk and trends for cyber insurance and highlighted the new quadruple ransomware
threat as highlighted in the below diagram:
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https://www.rusi.org/explore-our-research/publications/whitehall-reports/insurance-crime-governance-comparing-kidnap-ransom-and-ransomware
https://www.agcs.allianz.com/news-and-insights/news/cyber-risk-trends-2021-press.html
https://www.munichre.com/topics-online/en/digitalisation/cyber/cyber-insurance-risks-and-trends-2022.html

Cyber

Covering the bases

Regulation continues to drive the growth and adoption of cyber insurance. Requirements such
as the EU's General Data Protection Regulation (GDPR) and the California Consumer Privacy
Act (CCPA) place great pressure on regulated firms to ensure they have adequate cyber
insurance. Morgan Stanley was fined USD35m for a huge beach of customer data and was
called to account by the SEC because devices with customer data were sold at an auction.

Some firms with cost restrictions (and litigious customers) are renewing only the third-party
liability element of their cyber insurance and not the first-party business interruption and
ransomware coverage. Although this poses a risk to the balance sheet, first-party cyber events
are typically reserved faster than a liability event. The rising use of litigation funders and
collective actions means that successful litigation can be catastrophic firm balance sheets.

State-backed war

The inclusion of new exclusionary language on all cyber insurance policies from 31st March
2023 is a hot topic. It excludes Lloyd’s syndicates from providing cyber coverage for state-
backed war. It should be noted Lloyd’s can offer such coverage but in stand-alone specific
policies. The new exclusions come in a variety of forms but all require proof that cyberattacks
are non-state-backed before insurers will pay losses. This will only create confusion in the
aftermath of an incident as insurers seek to argue it is state-backed, and victims try to prove the
opposite. Incident response and event management services, which insurers typically contribute
to, could lead to delays if argument about whether a cyber attack is state-backed act of war.

Renewal considerations

When renewing cyber insurance, firms should be aware that there is a growing number of
insurers to choose from. Due to rising demand and increasing prices, new insurers have been
attracted to the market in recent years. At renewal time, firms should ensure their risk profiles
are correctly and concisely communicated to insurers, allowing the widest number of insurers to
consider the risks.

We expect the insurance market for regulated firms to continue growing in 2023. Risk
management is a high priority in the financial services industry, and awareness of cyber threats
and the need to invest in risk controls is strong in comparison to other industries.
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https://techcrunch.com/2022/09/21/morgan-stanley-hard-drives-data-breach/?guccounter=1&guce_referrer=aHR0cHM6Ly9kdWNrZHVja2dvLmNvbS8&guce_referrer_sig=AQAAAID06lfpqLs1nfUerPGK12-JoVD_49zW4Hpzi6uksKkZWOGUSW4OsNaZ7Cw_Y36u9OvJmiUHhdxGWvhB9vVRrk3F-MExb1BQDx8_0SUPVHMx_1gMsu6Zo_sXggikDoHoR-WJmBvx-OZRLO1zgZF4i6JluzpYxb3mk_3nlur33eHC
https://www.lmalloyds.com/LMA/News/LMA_bulletins/LMA_Bulletins/LMA23-002-PD.aspx

Cyber

Insurance products continues to grow and evolve, with innovation in areas such as social
engineering fraud, cryptojacking, and supply chain business interruption. Other important
coverages include betterment and bricking.

The cyber insurance market remains competitive and flexible, with insurers tailoring products
and services to meet individual needs. Regulated firms must carefully evaluate their cyber
insurance requirements along with the quality of claims handling, and ensure they have clear
guidelines for incident response.
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