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CONTROLS TO PREVENT
CYBER INSURANCE CLAIMS
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Cyber Security Cyber Insurance



Elmore has partnered with Asceris, a cyber security consultancy,
to highlight the 2 main causes of cyber insurance claims:

Business Email Compromise (BEC) Ransomware Attacks

Enable attackers to steal funds via Encrypting business data until a
social engineering. ransom is paid to unlock it.

There are 2 ACTIONS every business MUST TAKE:

1. Deploy multi-factor authentication (MFA) wherever possible (across all
software applications and services) to prevent threat actors from gaining
unauthorised access with only a username and password.

2. Implement cyber and phishing awareness training to help staff to recognise
and combat cyber threats, particularly phishing attacks (where fraudsters
often masquerade as trusted parties).

Tips to mitigate a BEC attack:

Please forward the following recommendations to your IT Team or IT Provider and
request they confirm each of the recommendations is implemented.

1. Deploy anti-phishing and anti-malware controls to protect your email
solution (in Microsoft 365, customise and use Microsoft Defender for Office
365 policies and controls).

2. Enforce a strong password policy to limit the effectiveness of brute force
attacks (in Microsoft 365, use a custom banned password list and adjust
smart lockout defaults).

3. Prevent users from linking unverified web applications with their email
accounts (in Microsoft 365, block third party consent grants).

4. Prevent email spoofing by implementing the most widely used email
authentication methods (SPF, DKIM and DMARC) to limit threat actors’
ability to forge phishing and fraudulent emails.

5. Capture and retain logging information to help detect and respond to
attacker behaviour.

6. Enable alerts for suspicious activity to ensure fast identification and
response to attacks.

7. Monitor for compromised staff credentials online and on the dark web to
limit the impact of third-party data breaches and password reuse.




Tips to mitigate a ransomware attack:

1. Create and test a ransomware specific incident response plan to ensure that
the response is well prepared, organised and coordinated when a
ransomware attack occurs. Implement business interruption and disaster
recovery policies to help mitigate the impact of an attack.

2. Always ensure that data and systems are backed up offline and regularly
tested. Attackers will often attack backups that have been left connected to
the company network or systems.

3. A very common method of entry is via RDP (Remote Desktop Protocol).
Secure the perimeter, particularly publicly exposed RDP. Make it harder for
attackers to compromise systems using RDP, for example by locking down to
specific IP addresses (or ranges) and non-standard ports, only allowing
specific users, enabling just-in-time virtual machine access, or using a jump
server as a service such as Azure Bastion.

4. Don’t forget to focus on basic hygiene. Ensure good practice such as a
vulnerability patching programme, antivirus software and password
management solutions.

5. Detecting incidents early can help prevent the ransomware from being
launched. Deploy security monitoring and logging tools to flag unusual
behaviour. Deploy an endpoint detection and response (EDR) platform to
continuously monitor for suspicious activity. Use proactive security
measures that create alerts in the event of a breach.

6. Minimise your attack surface and limit opportunities for lateral movement
by segmenting the network or implementing a zero-trust architecture.
Disable commonly exploited file-sharing protocols such as SMBv1.

7. Proactively protect data to help prevent attackers from stealing sensitive,
valuable or embarrassing information and extorting the business. Establish a
data loss prevention (DLP) strategy and deploy endpoint DLP agents.
Understand where high-value data or assets are. Use encryption where
possible to protect exfiltrated data.

8. Implement the principle of least privilege to help prevent attackers from
moving laterally within the network and deploying malicious software.

9. Conduct regular penetration testing to find vulnerabilities before attackers.

10. Conduct regular cyber awareness training and tabletop exercises to mitigate
the human factor.

Get in touch to learn more about reviewing existing cyber security
and insurance arrangements:

Apply for a CYBER Apply for a CYBER

SECURITY REVIEW INSURANCE RISK REVIEW




ELMORE

Elmore are a specialist risk and
insurance  intermediary  offering
advisory, broking, and claims
management services to businesses
from start-up to enterprise.

We will be on hand to provide
professional advice and support
throughout the complete cycle of the
insurance transaction. Our aim is to
simplify buying processes and make
insuring new risk accessible to
businesses of all sizes.

Return on Investment

Simon Gilbert
Managing Director
simon.gilbert@elmorebrokers.com
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Asceris was created to be the friendly
face that organisations go to for help
when they need to deal with cyber
incidents and other crisis events.

We use our position at the
intersection of cyber insurance and
cyber security to collect and share
insight, enabling our global customers
and insurance and legal partners to
reduce the financial and business
impact of cyber incidents.
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