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The Race is On… 
Can a Cyber Insurance Policy Keep Businesses 

Ahead of Information Security Risk
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Introduction 
Businesses are on the front line and 
risk being exposed by not doing enough 
to protect their and their customers’ 
information.  Cyber insurance remains 
a critical tool to help businesses 
consolidate their information security 
risk management, while containing the 
financial fallout when hackers strike.

The very nature of a business taking 
responsibility for the information it uses 
brings an increased awareness to the 
value of that information.  Businesses 
and the individuals within not acting 
responsibly with information will have 
ever greater accountability with regulators 
now threatening significant financial 
penalties and sanctions for  
non-compliance.

The growth of cyber insurance and the 
benefits to a business going through the 
procurement process can bring not only 
improved risk management, but peace 
of mind for a business knowing the right 
tools and processes are in place to cope 
with an information security crisis. 

A recent report co-authored by Lloyd’s 
of London provides some methodology 
behind the potential exposures should 
a cloud-service provider suffer a 
catastrophic cyber-attack.

The World Economic Forum 2017 Global 
Risks Report identifies Cyber as a top 
5 global risk. This was reiterated by the 
2017 Allianz Risk Barometer, which 
stated ‘Of the top 10 global risks, a cyber 
incident could be a potential root cause or 
trigger for 50% of them’. 

In May, the WannaCrypt Ransomware 
Attack wreaked havoc across the globe, 
infecting over 420,000 computers, shortly 
followed by the Petya ransomware attack, 
showing the systemic devastation a single 
cyber-attack can cause.
 
At the time of writing, Equifax has been 
left reeling from the consequences of 
a large scale cyber-attack exposing the 
personal and corporate information 
of 145m people. Not only did it’s CEO, 
Richard Smith resign, but he was also 
brought in front of Congress to be 
answerable for the firms actions. The 
Stock price fell by over 20% following the 
breach and the reputational fall out to 
consumers and the corporations it holds 
data could be catastrophic. 
 
As the quotes and examples above 
indicate, the risk of cyber-attack continues 
and with a changing regulatory landscape 
requiring companies to declare such 
attacks, the stakes are higher now than 
ever.

http://www3.weforum.org/docs/GRR17_Report_web.pdf
http://www3.weforum.org/docs/GRR17_Report_web.pdf
http://www.agcs.allianz.com/assets/PDFs/Reports/Allianz_Risk_Barometer_2017_EN.pdf
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Data Protection Laws across the globe are being redrafted in an attempt to manage 
the contrasting capture of data by businesses from small-scale website analytics to 
large-scale information harvesting.  

These regulations will challenge the existing unspoken agreement between internet 
users and the businesses they interact with for information, services and products. 

The free-to-all internet model allowing access to valuable and useful content in return 
for sight of advertising and promotions is being asked serious ethical questions.  

Businesses are having to learn how fine the line is between information individuals are 
happy to share and information people view as private.  Along with keeping pace with 
regulations, it is now important for internal stakeholders to be individually charged 
with not only protecting the data the firm holds, but also how that firm uses the data.

Abstract

The very nature of a business taking 
responsibility for the data it uses 
brings an increased awareness 
of the data’s value.  Businesses 
and the individuals within not 
acting responsibly with data will 
lead to greater accountability, 
with regulators now threatening 
significant financial penalties and 
sanctions for non-compliance.

Businesses going through the 
procurement process of a cyber 
insurance policy can learn the best 
practice controls and processes 

required for cover which can help 
in the event of a future information 
security crisis. 

Will the growth of the information 
security industry bring new and 
innovative approaches to mitigating 
risk?  Will cyber insurance be 
integrated into such solutions 
providing a business with new 
forms of protection?   
 
And can purchasing cyber insurance 
help a business stay one step ahead 
of information security risk?
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1. Rising risks for ‘large scale’ processors

The world of information security is vast 
and covers everything from physical 
security such as locks, alarms and CCTV, 
to asset destruction and access control, 
as well as advanced firewalls and new 
concepts such as Endpoint Threat 
Response (ETR). Some of the greatest 
information security challenges are for 
‘large scale’ processors of data. 

Most significant data processors 
understand their role in handling 
and processing data. However, the 
new European Union General Data 
Protection Regulation (EU GDPR) 
has introduced the term ‘largescale’ 
without defining it.  It will be left to the 
respective Supervisory Authorities (SA) 
in member states to interpret it, and the 
risks will vary depending on the types 
of information being captured.  These 
new definitions will likely capture more 
organisations as ‘large scale’ processors 
and, as such, non-compliance risks will 
increase. 

http://www.cybersecuritydocket.com/2015/05/08/edr-the-future-of-cybersecurity-and-incident-response/
http://www.cybersecuritydocket.com/2015/05/08/edr-the-future-of-cybersecurity-and-incident-response/
http://data.consilium.europa.eu/doc/document/ST-5419-2016-REV-1/en/pdf
http://data.consilium.europa.eu/doc/document/ST-5419-2016-REV-1/en/pdf
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a) Evolving data collection creates new risks 

The significant rise in data management and extraction, artificial intelligence, 
predicative algorithms, programmatic data offerings, contextual data notifications 
and cross-platform connected data services is creating new forms of data and with it, 
different breeds of risk.  As the more informed business is able to offer more tailored 
goods and services to its customers, its task of managing the vast quantity of data 
it is collecting will become ever more challenging.  As a result, regulations are now 
being updated to capture elements of sensitive data which extends to cookies and IP 
addresses. 

b) Data Protection Impact Assessments (DPIA) to manage non-
compliance risks 

Undertaking DPIAs is part of the forthcoming EU GDPR requirements expected in 
2018.  This combines data asset risk registers with the new concepts of assessing 
the proportionality of processing, the risks arising, and procedures and controls to 
manage processing data.  
In addition, the SA or internally appointed Data Protection Officer (DPO) will need 
to be involved if high levels of unmitigated or unmanaged risk for areas of high-risk 
processing are identified.
Capturing this information through a DPIA provides a detailed and organised overview 
of the data a firm holds, while improving engagement with customers and other 
stakeholders, including insurers, around the effective risk management.  Further 
examination is made to DPIA’s in Chapter 5 below.
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2. Measuring the fine line - Reason firms 
haven’t appointed a DPO 

Often, the largest leaps in regulatory development come at times of economic 
hardship. Therefore, businesses find themselves teetering on the edge of another 
global recession, while facing demands to create new roles to address regulatory 
requirements. However, some businesses do not have the resources or margins 
to employ such roles, with these duties traditionally addressed by the senior 
management team. 
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Breaking the rules

A firm’s intentions are not always 
innocent in failing to create such roles, 
as demonstrated recently when a firm 
was undertaking tens of thousands 
of unsolicited calls a day. Had they 
approached data protection in line 
with any of the current regulations, the 
strategy deployed to solicit business 
may have been changed or abandoned 
altogether. There will always be firms 
that avoid implementing best practice 
procedures if it hinders their ability to 
trade, but this is rarely a successful  
long-term strategy.

Certain requirements
must be met

Cyber insurers consider many factors 
when deciding whether to provide 
cover. Although it is not a requirement 
for coverage to have a DPO in place, 
insurers will often want to understand the 
procedures for managing the data already 
held, and in the event of a data breach, 
what procedures there are to identify, 
investigate and rectify the problem in a 
timely manner. One example of this is 
cyber insurers normally require portable 
devices to have been encrypted in order 
for coverage to apply.

Insurers knowledge 

Firms unaware or not up-to-date with 
the regulatory requirements around data 
protection can take advantage of cyber 
insurers’ knowledge in this area. During 
the cyber insurance procurement process, 
the applicants’ insurance broker can 
advise what best practice requirements 
and obligations insurers have, which can 
help a business evolve its procedures, 
thereby offering a low-cost, low-touch 
education for data protection compliance. 

Cost / risks analysis

Ensuring a robust framework and 
suitably-trained workforce are two 
important ingredients for a business to 
deal with data compliance issues.  For 
Small and Medium Enterprises (SMEs), 
with limited resources and time to 
manage risk, this will often be a challenge 
and the main reason for not appointing 
a DPO role. For mid-to-large enterprises 
the cost / risk analysis landscape has 
changed, with potentially severe penalties 
of up to 4% of global turnover now 
making non-compliance an expensive 
oversight. Cyber insurers are beginning 
to offer incentives to businesses that are 
prudent in their management of data and 
privacy risk by offering wider insurance 
policies for lower insurance premiums.

https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2016/05/ico-fines-blackburn-nuisance-call-firm-250-000
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3. Why a firm needs to appoint a DPO 

A DPO won’t be appropriate for every business, but for those firms that do need a DPO 
the role can bring a host of benefits, including fostering a reputation for taking data 
protection seriously and centralising accountability.  
  

a) TalkTalk case study

One of the largest-publicised data breaches in the UK affected TalkTalk last year, 
when hackers accessed the personal details of 156,959 of its customers. TalkTalk’s 
decision to publicise the breach, alerting all four million customers of the potential 
impact, did nothing to minimise the reputational damage. 

Having a DPO in place at the time may have avoided some of the confusion 
surrounding the hack, as a DPO role is to coordinate the investigation of the incident 
across departments and report it in line with legal and regulatory requirements.  
Competent internal communication surrounding an event leads to more streamlined 
communication and a faster, more efficient response, which in turn gives insurers 
confidence. 

This process also plays well to cyber insurers who see a competent and speedy 
response to a breach just as important to the controls and procedures to prevent one. 

b) Having a DPO can negate some notification requirements

Another advantage of having a DPO is that the new EU GDPR recognises this as a 
centrally-qualified resource, potentially negating the need to liaise with the SA about 
processing activities and thereby reducing costs.

http://www.cedpo.eu/wp-content/uploads/2015/01/CEDPO_Position_Paper_Incentives_DPO_20130924.pdf
https://www.talktalkgroup.com/articles/talktalkgroup/TalkTalk-Group--moved-articles-/2015/Cyber-Attack-update---Friday-November-6th-2015
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4. Information Asset Risk Registers (IARR) 
and Data Protection Impact Assessments 
(DPIA)

Risk-conscious firms manage risk through 
a register to identify the key threats to 
their operations and data assets. 

In the digital age, and with the 
emergence of standards such as ISO 
27001, businesses now need to manage 
their information assets through an 
independent register. Data is often 
a business’s most valuable asset, 
comprising intellectual property and 
customer, employee and supplier data, as 
well as management information. Having 
a clear understanding of where that 
data is kept, how much there is and the 
possible risks to it is essential for any firm.  
This is what has led to the development 
of IARR.  

The new EU GDPR regulation recognises 
the value of such registers and has 
therefore included requirements for 
firms to undertake a DPIA should 
they be deemed to have “regular and 
systematic monitoring” of data subjects 
“on a large scale”; or “large-scale” 
processing of Sensitive Data or criminal 
records as stated in Section 3, Article 35 
point 3. 

http://www.nationalarchives.gov.uk/documents/information-management/info-asset-register-factsheet.pdf
http://www.nationalarchives.gov.uk/documents/information-management/info-asset-register-factsheet.pdf
https://iapp.org/resources/article/the-state-of-the-art-in-privacy-impact-assessment-2/
https://iapp.org/resources/article/the-state-of-the-art-in-privacy-impact-assessment-2/
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DPIA’s promote privacy and 
data protection compliance 

from the start

By embedding DPIA into core 
business operating principles, a 
cultural awareness and operational 
efficiency in managing data risks 
will develop. Often, the weakest 
link to the security chain is the 
human element. Therefore, 
training and creating that cultural 
awareness of data protection and 
privacy regulations can improve a 
business’s chances of identifying 
an issue early and responding 
appropriately.

Although not yet an underwriting 
requirement, cyber insurers 
are more frequently requesting 
insight into firms’ operating 
activities. Providing insurers with 
a clear picture of data storage 
and management promotes 
confidence in the underwriting 
process and often results in insurers 
offering more favourable terms.  
Furthermore, under the new 
Insurance Act 2015 full disclosure 
is required, which could change 
how a business currently discloses 
information. It will be likely that 
insurers will wanting to be seeing 
IARR and DPIA to provide cover.

DPIA’s provide visibility and 
transparency for insurance

There are benefits to a DPIA other than regulatory compliance. Looking at the Verizon 
Data Breach Digest, it is clear that when a DPIA is in place, a business can more easily 
identify the compromised data and assess the likely impact. 

https://www.gov.uk/government/news/government-modernises-100-year-old-insurance-rules
http://www.verizonenterprise.com/resources/reports/rp_data-breach-digest_xg_en.pdf
http://www.verizonenterprise.com/resources/reports/rp_data-breach-digest_xg_en.pdf
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5. Increasing risks for Cyber and D&O 
insurers 

a) CEO resigns after data breach 

Significant data breaches escalate into crisis in a matter of hours.  This was the case 
when one of the largest retailers in the US – Target - suffered a data breach in 
2013. As more details were disclosed, CEO Gregg Steinhafel held himself personally 
responsible and resigned. This demonstrates that major security events are no longer 
just the responsibility of IT departments, but extend to the entire board, making it 
more important than ever to carefully assess and review a business’s information 
security risks. 

A business must understand (with the help of a competent insurance broker) which of 
its risks can be transferred and which should be retained. Aligning business risks with 
insurance policy coverage, and identifying the inter-operability of different insurance 
policies that may activate from a single event are common challenges. For instance, 
cyber security risk and the risk to directors and officers (D&O) are linked - there can 
be a failure of systems and procedures allowing a data breach, or claims that directors 
and officers failed to impose a suitable culture or wrongfully managed the business, 
again allowing a breach. These events often trigger multiple insurance policies.

http://www.forbes.com/sites/clareoconnor/2014/05/05/target-ceo-gregg-steinhafel-resigns-in-wake-of-data-breach-fallout/#723339c96e61
http://www.forbes.com/sites/clareoconnor/2014/05/05/target-ceo-gregg-steinhafel-resigns-in-wake-of-data-breach-fallout/#723339c96e61


12

b) D&O insurance claim following data breach  

The unfortunate data breach at Home Depot, which occurred just a few months 
after Target, was caused by a similar attack. Home Depot was going through the 
procurement process to remedy the issue that had impacted Target; unfortunately not 
quickly enough. When Home Depot itself suffered a significant data breach, it resulted 
in a legal action against the firm’s directors and officers. Shareholders sued, alleging 
that senior management knew, or ought to have known, that a cyber attack would 
cause substantial financial and reputational damage to the company and that they 
failed to take the steps that would have prevented it. 

D&O insurance policies, like cyber insurance, cover actions by regulators against the 
company, including investigation costs, fines and penalties, as well as legal advice.  
Regulators around the globe are taking a more stringent approach to data security, 
while D&O insurance policies are expected to be further tested in the increasing threat 
of cyber attacks.

c) Premiums increasing

Cyber insurance is still viewed as a very new class of insurance, with Lloyds of London 
only introducing the CY risk code in the past few years. It is, therefore, more difficult 
for insurers to assess the probability of a loss hitting a policy compared to other more 
traditional types of insurance. However, when there are information security losses 
that impact a specific industry, all businesses in that sector can experience an increase 
in the cost of cyber insurance.

This is evident in the US, with insurers increasing premiums on a sector-by-sector basis 
as each is targeted by hackers. One such example was cyber insurance for American 
retailers, after a string of high-profile hacks over a six-month period, specifically at 
Target and Home Depot, among others, which saw rates increase and, in some cases, 
insurers withdrawing from offering quotations or renewals. 

https://www.sans.org/reading-room/whitepapers/breaches/case-study-home-depot-data-breach-36367
http://www.dandodiary.com/2015/09/articles/cyber-liability/data-breach-related-derivative-lawsuit-filed-against-home-depot-directors-and-officers/
http://www.reuters.com/article/us-cybersecurity-insurance-insight-idUSKCN0S609M20151012
https://www.sans.org/reading-room/whitepapers/breaches/case-study-home-depot-data-breach-36367
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6. Underwriting cyber risk, the helping hand 
of GDPR

The changing regulatory landscape in the EU means higher expectations for firms in 
relation to information security. The main positives of compliance are that risks should 
be better managed and therefore reduced, while the information and knowledge a 
firm gains in the process can be shared with insurers, resulting in a more effective risk 
transfer.  

a) How insurers underwrite cyber risk

Insurers have done a lot of work in recent years to tighten and manage their 
underwriting models by advancing their technical understanding of the flow and type 
of data, the criticality of a networks and the risk management applied by the different 
organisations proposing cyber insurance.  

A group of insurers have set-up the Cyber Risk Insurance Forum (CRIF) which helps 
organisations better understand cyber risks and the damage a breach can cause. The 
CRIF has provided a summary article on the key underwriting considerations for a 
cyber insurance policy, which are also an important part of the GDPR regulations.

http://www.cyberriskinsuranceforum.com/content/crif-framework-residual-risk-what-insurers-look
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b) Standards, accreditations and 
blackbox monitoring

While a firm will improve its controls and 
process to ensure there is compliance 
at the time of an audit, it will often 
struggle to maintain this over the long 
term.  This has been evidenced by 
businesses passing audits for PCI DSS, 
Cyber Essentials or ISO 27001, but 
later suffering a data breach and being 
found to be non-compliant in their 
controls and procedures. This can have 
obvious repercussions for insurance 
policies, and it is in insurers’ interests to 
help businesses maintain compliance 
standards longer and thereby reduce 
the impact of an event, financially and 
otherwise. 

There is a great deal of work going on in 
the information security industry around 
the development of a ‘blackbox’ concept 
to manage and monitor a business’s  
real-time cyber threat, allowing dangers 
and any deterioration in procedural 
controls to be identified quickly and 
remedied in real-time. The difficulty with 
it is how to measure the human element 
of the risk, and enable a computer to tell 
if human acts are not being complied 
with.

Finding an answer to this problem could 
present insurers with an opportunity to 
offer more accurate ‘real-time’ premiums 
which fluctuate along with a firms risks.
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c) Preparedness and compliance with GDPR and the BREXIT 
consequences

As the deadline for EU GDPR implementation nears, the advice from all industry 
practitioners is to ‘start now’.  In many cases, the procurement process alone could 
take months, with even longer required to implement solutions and train large 
numbers of employees. Insurers could encourage businesses to step up the pace by 
introducing requirements in their cyber insurance policies that mirror those in the 
regulation. 

There is also the impact of the UK’s vote to leave the EU (BREXIT), which will require the 
UK Government to review the entire scope of EU law as it applies nationally – a process 
likely to take years. It is widely expected that a large amount of EU law currently 
in force will remain part of UK law, because it will be in the national interest when 
negotiating new trade agreements.

For businesses operating in the EU, the insurance industry can provide protection by 
ensuring policies meet the obligations set out in the EU GDPR. 

d) Can cyber insurance help?

Cyber insurance coverage has evolved since its first incarnation to cover not just the 
costs in responding to an incident, but also the economic fall out in lost revenue, fines 
and penalties (where insurable by law), and extortion demands.  Cyber insurance 
policies are designed to assist a business from the moment a breach is discovered and 
provide professional support in data breach management.  With the reliance and use 
of data ever increasing, finding the right policy and balance between business needs 
and the risk transfer to insurers’ balance sheets will be critical.
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Conclusion
Information security breaches are 
increasing in frequency and severity, as 
criminals develop ever more advanced 
methods of fraud. Automations of cyber 
crime and easy access to attack tools 
give an indication of how endemic the 
potential for sophisticated infiltration is.

Regulators have stepped up their efforts 
to ensure businesses hold and manage 
their customer data to ensure that data 
breaches do not have the same impact 
on firms with little or no controls in place. 
The forthcoming EU GDPR regulation 
will raise the information security bar 
for firms globally, and already the SAs of 
different member states are effectively 
imposing the regulations before they 
have been implemented, recommending 
businesses follow the regulations now.

The information security industry is 
rapidly growing and this trend is 
expected to continue for the next 
decade. The demand for services to 
advise, assure, protect and respond 
has never been higher. With all manner 
of information security solutions now 
available, choosing the right mixture 
of preventative procedures, mitigating 
controls, threat intelligence and firewall 
offerings is just one of the challenges 
facing business in the digital age. 

Cyber insurance is now the  
fastest-growing insurance product 
globally and is recognised as a business 
critical insurance policy by the 
Association of British Insurers (ABI).

The insurance industry wants businesses 
to better manage and mitigate their 
risks and will reduce their risk premiums 
or increase their insurance coverage 
should a firm show best practice in 
managing cyber risk. There will always 
be residual risk which cannot or should 
not be transferred to insurers, but for 
firms to understand what those risks are 
it is important to assess the underlying 
threats to a business before considering 
what risks to transfer.  

Cyber insurance can help a business keep 
abreast of best practice standards, while 
providing financial support and expertise 
when most needed, delivering peace 
of mind to businesses operating in this 
rapidly advancing technological age.

To conclude, cyber insurance may 
not help a business keep ahead of 
information security risk but it will keep a 
business in business and able to continue 
in the race!

https://ico.org.uk/media/1624219/preparing-for-the-gdpr-12-steps.pdf
http://www.wired.co.uk/article/job-security-cybersecurity-alec-ross
https://www.abi.org.uk/News/News-releases/2015/05/Cyber-insurance-to-become-a-business-essential-within-the-next-decade 
https://www.abi.org.uk/News/News-releases/2015/05/Cyber-insurance-to-become-a-business-essential-within-the-next-decade 
https://www.abi.org.uk/News/News-releases/2015/05/Cyber-insurance-to-become-a-business-essential-within-the-next-decade 
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Do your existing insurance policies cover you in the event of a cyber-attack? Take our 
Silent Review today and our consultants will analyse your policies and identify any 
areas where you are critically exposed.

CLAIM YOUR FREE SILENT REVIEW TODAY

http://elmorebrokers.com/silent-review/
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About Elmore Insurance 
Brokers (Elmore) 

Elmore is a City of London based brokerage firm with partnerships in place to offer 
world leading insurance and re-insurance for customers. Providing best value to clients 
is our cornerstone value, upheld by our promise to be forward-thinking specialists, 
providing a global perspective through our international network and advising on the 
risks of today for the challenges of tomorrow. We offer advisory, broking and claims 
management services under one roof, with particular expertise in the rapidly growing 
field of cyber insurance.


